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01 KML AR

" Kernel Mode Linux (BAFi&E#R KML) B—MAIFERZER FE1TH
PIEFIEAR,

* (A KL BARNFRET AP ERLSIRINRIT, Wel LAEZBRRZ
Wt esiE], EILEPREFT R EIEERRASAR, MABEERN
& R HER R LR TSR RS B P S ZER.

* KML AR AR VFRARPEEBNRZEUETE—ERLRE, BRI
SRENNE. MHHIEREFA ERAFERRZNEZ S, KL BERBES
AMFET—EETF KML BB TAL(Typed assembly language, HIERIRY
CRIES ) NRERS, FEXEAEENBTEEER.,
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81 KML B AR A

" EKML 2R, KML BRIEFR TGRSR, ER
ﬂﬂf:‘%lhl%’rmf’f%&é{’ﬁ MRV HTT,
* KML B2 .ﬁEE‘.E’Jﬂﬂthaﬂa‘l S TALhEEIE BT,
* 5o (BRiR. EEE$E) SHIEFELE, k.

int main(int argc, char* argv[])

{

*(int*)0 = 1;
return 0;

}
ZHESWIERRIEHME— T EREIRE S, MASFH kernel pacnic
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“ (SENFIRTLIEE R KL BFI(E, .

int main(int argc, char™ argv[])

{
for (;5);
return 0;

}
i@id <Ctrl-C> &iX SIGINT (5SS I ALK IEZIEFIT, ZGFBiREAT
HIZAERS BT KL IEFIEE TE, ARAEEILT-EIE,
* AREECS. DS, SS. FSEFEFH/HANE, XEFEHRHEINAAF
= KML FZ2F PB4,
* REFRELHRITIINGES (MRRIT—R cli CHRIESMARITsti &H) ,
ESZE XL 2T
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02 QEMU 5RZ4RIE

" FHENETA:
+ SCIOIRIE
+ MIEFS4RIEAIZ
+ $IE initrd IRXGRS
+ R QEMU iAiX %
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02 QEMU S5#Z=4RiE - SELSIFIR

" BEMWMIFIE: x86_64 %29, ArchLinux
“ QEMU emulator version 7.2.0
“ Linux-3.18.140
* Real-Time-3.18.140-rt177 %7
* KML-3.18 #bT
“ Gce-4.4
“ Busybox-1.33.2
“ Musl-gcc 12.2.1

" WA—MHESERERE, XTFIFRURERRBNZIAFGEREHREITE,
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02 QEMU 5% 4miIF - MIEBRIFERIZ

" TF& Linux JR6S:
git clone -b v4.4.12 --depth 1 git://git.kernel.org/pub/scm/linux/kernel/git/stable/Tlinux.git

" RERT#T:

wget https://cdn.kernel.org/pub/linux/kernel/projects/rt/4.4/older/patch-4.4.12-
. Rgtch. xz
= fTHT

cd linux-4.4.12
xzcat ../patch-4.4.12-rt18.patch.xz | patch -p

" FEFHFTLE KML % T, 2{F5 RT 3£,
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02 QEMU 5% 4miIF - MIEBRIFERIZ

" #hFEEA:
X EFREEMPT_RT AZ#T, BHNERTIE Linux RIZRER—1EREIZER

I BAEXLERHA, Linux ARRE— 1 ERRERSE, EF SBHRAENZIILBIEEE

71, (BEWRIMANT PREEMTP_RT %+ T 5, ©rRIMBEA—1R=HE(ER
%%, PREEMTP_RT 4+ T HABFARZELE, FRIAZhRZASEBHE *I BB PREEMTP_RT b

T, EEHPRIE%PH (Real-Time Linux Project) o
iBId¥T Lk PREEMTP_RT % T, AREMHECENZICIHELIRE, EHMRERZT NI

— I ERRS, 33T E#T, PREEMTP_RT Linux 8 LLUXEIFESCETEREY,
* YNRMER sonicyang/KML B9# T hiRZs ( $13F Linux-4.4.12) , EIRHINE

¥T.L RT A%4h T Z el UEEETT KML #H .
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02 QEMU 5% 4miIF - MIEBRIFERIZ

" AoEERIA %I

export ARCH=x86_64; make defconfig

* ARCH IR E, AFRERIHIIANZERREN
+ make defconfig i THA? & .config XIHFWER, NIXERS(FHAIE
BFFIBHI Kconfig X1 (MERBRIFXHEKP) , 1EFHBLE Kconfig HRRY
FRrE %
I UNERIEINTE defconfig IR, MEBRFAFMHIZETFIM defconfig MEXHEYIZi%E
TRAY(EE .config X

I WNRIZEETE defeconfig PIER, MERFAFEATETE Keonfig R BIZAIAE
2l .config X1,
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02 QEMU 5% 4miIF - MIEBRIFERIZ

=

" REBEEHNREZED, |

Kernel hacking --->
[*] Kernel debugging

AR debug, XFMHUEFE 1L :

Compile-time checks and compiler options --->
[*] Compile the kernel with debug info
[*] Provide GDB scripts for kernel

debugging

Processor type and features ---->
[] Randomize the address of the kernel image

" SERIEN:

make -j “nproc’
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02 QEMU 5% 4miIF - MIEBRIFERIZ

" Troubleshooting : F3Z#F PIC &3

ccl: error: code model kernel does not support PIC mode

* £ Makefile BN goc SRIFSH -fno-pie, HREETHAREY gec( il
MiRE geco MG, BRE gech IFEHBEXA bug) BHIASEEMA pie B,
(BERERABEIRIZHASZIF , EMyniE Makefile thE %]

KBUILD_CFLAGS  := -Wall -Wundef -Wstrict-
prototypes -Wno-trigraphs \
-fno-strict-aliasing -fno-common \
-Werror-implicit-function-declaration \
-Wno-format-security \
-std=gnu89 -fno-pie




ISCAS wanzrsnmam Oy BERHHTDL

Institute of Software Chinese Academy of Sciences

02 QEMU 5% 4miIF - MIEBRIFERIZ

" Troubleshooting : F3Z#F PIC &3

* BiF GCC ERANXEFES—T -fpic, -fPIC, -fpie, -fPIE XMMETE
%\o

% -fp1c &4 Position-Independent Code(PIC) , E@HEAFHEEREH, £
ZEN T, SE@EI—1P2BERIEER (global offset table, GOT) ik
), SEINBEIPRE, HizEIBRIKE, ATLUEER -fPIC &I, %%
AITFERBIRIZER

% ;?—é;ﬂ’ -fPIE BRWARITHIEE, A ZEMRE=E B TFIHENTHRITXHF

Jo




ISCAS rERzrseman  Ofy SEERHGFEDL

itute of Software Chinese Academy of Sciences

02 QEMU 5% 4miIF - MIEBRIFERIZ

" RIF5EAL:
“{E2ER5E PIC f7 , ATLA4WiERKTN
* RE—T ARG , E{IETE arch/x86_64/boot/bzImage

" MBS, (AT —TRIZRGERELUSER QEMU BEhEAN RS, HiE
ZE initrd IRBR R4, XBEET—/ I HHITHIE,

" (BTELtZET, ATEIRE QEMU & iZRIZE B INFIES A LI II#E

E. 519$R%,
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02 QEMU 5% 4miIF - MIEBRIFERIZ

" QEMU 2ZE# Linux fx:

gemu-system-x86_64 -kernel ./bzImage

" R%, —HINMRMEZEENRZ

Booting from ROM...
Probing EDD (edd=off to disable)... ok
early console in extract_kernel
input_data: 6x00000000062c773b4
input_len: 0x0000000000696c4/0
output: Bx0000000001000000
output_len: Bx0000000008173a968
kernel_total_size: Bx00000800025a/000

Decompressing Linux... Parsing ELF...
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02 QEMU 5% 4miIF - MIEBRIFERIZ

" Troubleshooting : ToiEfRERX
* BRI EEE T

" binutils 2.31 QT 7 552 (1d) RUBRIA(E, 5190 max-page-size RYEAIA{EM 2MiB
BEMER 4kiB , XA EAZIRIF x86_64 %

+ BEIF arch/x86/Makefile BT L% T :

+ifdef CONFIG_X86_64

+LDFLAGS += $(call ld-option, -z max-page-size=0x2060000)
+endif

~ EHRmIBRIZ, QEMU RTLARRThAEE!
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02 QEMU 5#Z4mIFE - FIE initrd IRXHZRS

- 7J1+Aaﬁ¥ initrd(initrd ramdisk) IR R4E?

* Linux JBTIBER , boot loader MIESERZEIIH vnlinuz 25, EFFIRIE
ﬁﬁ%ﬁ*ﬂflﬁ‘%éf‘ EFHIREREMEIRE) , PRUERRIESTinEIK
EbEE%EiEEEEE}JﬁLLa: /1ib/modules, 7F1=i$ﬁﬁ§2ﬁ$tiﬁ|‘ﬂ7ﬁ§u, T —1
FEIEE .

* initramfs IR RFAEF A U RX NS , HRGEUENISEIERh
TE, boot loader £M#F initranfs FRER , AZXIGHEHTIER
R, 9* FIE1T [init ¥ligtilds , EEHEIERNHEBIRXHRS .
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02 QEMU 5% 4miF - SE initrd IRXXF RS

- Hello, Kernel!

* 5|\ Busybox TESEII—RENNHRAIRANES, FltzEr, il
B] LAHIE— HelloWord X &4, FHLALLIHBA—LE QEMU FYSEHEIN

$ gcc -static -o hello hello.c

$ echo hello | cpio -o --format=newc > rootfs
$ gemu-system-x86_64 -kernel ./bzImage -initrd
./rootfs \

qeﬁfﬂp \ d—kréolgﬁe/ evajfham—{ﬂ]itlrc( %l% %13 bootload HiEZXS5ERY kernel F
ramdisk FH{TINEL .

* F -append #{TEIMNEINACE , EXEFRIERBREBEZISEN /tnp B
£, B init BEIGERRGHER hello 125
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]
' N,
-

“ Hello, Kernel!

o% I ' Gtk : : Failed to load module "window-decorations-gtk-module"”
¢ ° ] terminating on signal 2

in via @v12.2.1-gcc took
0’01 :)1-1-I-/
¢ E/R AR

19:25 ] gemu-system-x86_64 -kernel ./bzImage -initrd ./rootfs -append "root=/tmp rdinit=/hello"
A : Failed to load module "appmenu-gtk-module"
Failed to load module "colorreload-gtk-module"
: Failed to load module "window-decorations-gtk-module"

Machine  View

. 7954401 Key type dns_resoluver registered
. 7963871 microcode: AMD CPU family Oxf not supported
. 7974461 registered taskstats verszion 1
.8012181 Magic number: 15:972:328
.8014871 console I[netcon®] enabled
.B01528]1 netconsole: network logging started
.8025851 ALSA device list:
.B0261931 Mo soundcards found.
.8502451 Freeing unused kernel memory: 1068K (Ffffffff81f1f000 - fIFfFfffE
BZaden)
0.8503171 Write protecting the kerwnel read-only data: 14336k
[ 0.8512731 Freeing unused kermnel memory: 1428K (ffff88000189b00O0 - ffffB83000
1a00000)
L ©.8565681 Freeing unused kervnel memory: 1324K (FfffB80001ch5000 - FIff88000
1e00000)
Hello Kernel?t
Hello Kernel?t
Hello Kernel?
[ 1.3282711 tsc: Refined TSC clocksource calibration: 2687.991 MHz
L 1.328335] clocksource: tsc! mask: Ox<fEFFFFFFFFFFFFFf max_cycles: OxZbbeeeba
6f1, max_idle_ns: 440795337953 ns
[ 1.3736351 input: ImExP3-2 Generic Explorer Mouse as sdevicesrsplatformsiBo42
sseriolsinput/input3
[ 2.3323621 clocksource: Switched to clocksource tsc

[clclolioloNoloNoNol

[
[
[
[
[
[
[
[
[
2
[
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02 QEMU 5#Z4mIFE - FIE initrd IRXHZRS

" Busybox f&@7T

* BusyBox B—1ME1E GPL ti¥{. BRI LZITRINEBIZERF. Busybox
£ — EI’J_J#L SCFFEI#E{’*T** B Unix TRE, A[iE1TF S APUSIX ;7
IREVIR(E RS, HTF BusyBox ATHAITIRBICFLLE! ), BIFEIEREIE
fsE .THA)\‘\T,%éFo {E& 15 BusyBox #iA“BRAR Linux BimLE7]”

* BusyBox EBE—HFIEF, ERIFZNAEFNES, T ELHSHEVE
EFHET, 1S IURRNRZRIT (BE1FRYRFEHATSHEEN
EsEIESR ) A% — BusyBox ZiHFIIEFEFIGIE.

/bin/busybox 1s
+ BRIEIT ERGEIE SR Busybox X1, BusyBox &SN ERFHERIZIR, HH
TR MBYE S,

/bin/1ls = /[bin/busybox
/binls
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02 QEMU 5% 4miF - SE initrd IRXXF RS

" Busybox X RS HIE

* Busybox tB@—EFBEMEEHIFIINFRSA, BFEE nake defconfig kL
Kz make menuconfig , —EE4RiIFBHEFBESRFEAZIIFEF—

* £ menuconfig B, FEFABJL XL

—> Settings
--- Support --long-options
[*] Don't use /usr  #ARE4ER usr B (CONFIG_INSTALL_NO_USR)
--- Build Options
[*] Build static binary (no shared libs) #i#{TERS4RiE¥ (CONFIG_STATIC)
--- Installation Options ("make install" behavior)
What kind of applet links to install (<choice> [=y])
(X) as soft-links (CONFIG_INSTALL_APPLET_SYMLINKS)
--- Library Tuning
[*] Query cursor position from terminal (CONFIG_FEATURE_EDITING_ASK_TERMINAL)
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02 QEMU 5% 4miF - SE initrd IRXXF RS

. Busybox XHREHIE
+ {# 8 make 473X busybox , ITZIIREE!

LINK busybox_unstripped
Static linking against glibc, can't use --gc-sections

Jusr/bin/1d: cannot find -lcrypt: No such file or director
collect2: error: 1d returned 1 exit status

Note: if build needs additional libraries, put them in CON
Example: CONFIG_EXTRA_LDLIBS="pthread dl tirpc audit pam"
make: *** [Makefile:718: busybox_unstripped] Error 1

y
FIG_EXTRA_LDLIBS.

* (BX AR EE 73

SN RSB XLREERE, BERD glibc TERIRFFS

aj fH

EENURAERYY, EEFFSATEIFRIRG
]

I4%iF busybox HINi%ia]
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02 QEMU 5% 4miF - SE initrd IRXXF RS

" Busybox X RS HIE

* RRFEZIA musl BY C tERE

" musl, —FCIRERNE, EEFEATFU Linux BZAERELREE , BIRHER
ARZGSITHEE , RANTIFATIERELE . (EERIES - BER®R (Rich
Felker) . HARIERMNBHHNEE—HTF. S FSIRER CHFOERE . [3]

" Musl EBMER®RIGHE . —EFEGSEIZESN;, —RUAaN C iREETE—
MisFRETRNBERE , &KX, ZEFEHNEESHREM , M Musl iiEERE
1IRAEER S BTEEME . [3]Mus]l BIEHEEBEITIRE—1XH , BIR2ER ABI,
FEUL T ASCIMERZSHIRAEASR . MerSiEiEpz it el iE e X4 A ERE R
a/gE , MERSEXHEFRFKRES .

' Musl AR5 POSIX 2008 tRA&EF C11 fERT , [4] LM T ZET ZEABIET!
B9 Linux . BSD #0 glibc ER%X .
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02 QEMU 5#%4miE - SUE initrd IRXXFR S

" Busybox X RS HIE
* R RZRA nusl BY C FRERE

I R musl-gece
' {3 make CC=musl-cc K975 XEHYIF busybox !
" B&FS make CC=musl-cc install ZER¥ busybox £RHHBYIRBE RXXHFHK, 2B A rootfs

* 3F rootfs (—LeIIR M TIE:

pushd rootfs

touch init; cat > init « EOF

#!/bin/busybox sh

mount -t proc none /proc

mount -t sysfs none /sys

exec /shin/init

EQF

chmod a+x init

find . -print® | cpio --null -ov --format=newc | gzip -9 > ../rootfs.cpio.gz

popd
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SERZIEERZ% KT QEMU :

rqdmap in via ®v12.2.1-gcc
[ 22:45:21 ] gemu-system-x86_64 -kernel ./bzImage -initrd rootfs.cpio.gz

Machine View

‘/ # 1=

init
L/ # uname -h
uname : unrecognized option: h
BuszyBox w1.33.2 (2023-03-06 20:45:51 CS5T) multi-call binary.

Usage: uname [-amnrspviol
Print system information

Print all
The machine (hardwarel) type
Hostname
Kernel release
Kernel name (default)
-p Processor type
-y Kernel wversion
-i The hardware platform
-0 05 name
s # uname -—-wv
#4 SMP Mon Mar 6 Z20:17:26 CST 2023
S B uname —a
Linux (none) 4.4.1Z2-kml-rt18+ #4 SMP Mon Mar 6 20:17:26 CS5T 2023 xB6_64 GNU-Linu
DX
P
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02 QEMU 5A#Z4miE - £/ QEMU A%

 fE2k QEMU FREIHES

gemu-system-x86_64 -kernel ./bzImage -initrd
rootfs.cpio.gz \

s s BIMF odb top:i1234 FUAIR 1234 200, BF gdb EE
* - RIAMFBFBILENEE, FHARES. FREXMZENRANZEEER
17
" RATHEGBRE, EIL{EERTEIE—1 .gdbinit X, HA:

file 1inux-3.18.148/vmlinuX
target remote:1234

- i_Ztﬁ , 1B175E QEMU BEItZ, BEII(EER TIE1T gdb BIRI A48
i !
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83 QEMU+KML IR F8

" ELE—ENEININETER
*?E'J_ﬂQL *Io

QEMU+Busybox 4mi¥. Bzb. ik Linux A

- ZISEJI%EEﬁ*”&I]ﬁEIE“B% KML #HTHEITHEREE TIENPE

* BF KML MR T FEEKX(Z,
B S 4ER, EERRERE T
HIEAZIEHITHZ

— T HRIBE T, BieBAREH#R—D
BE UT#F%EI'J A, XEER)ES R RS =G —
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03 QEMU+KML B - WMIAFIERIERIBEITIAE?

" EHRZEN, FTEBE— FEFIERIERF BaBNEITIRE?
" REEUERIRMIE:
+ BT FFSRIAD; LLINTE x86 R TEE cs( IUIBER S 1728 ) IhinIER%E
EARE2 0, BIRIRANEKRERSNG ; HETT arm B TEE cpsr
TSI LFLEERGRYIE . EAZISE'\JiiERTiEt I—1 C HNELC dmadt
{7i%EXBPA],
+ @33 awk ‘{print 14, 153}’ /proc/<pid>/stat EIFIEEVIERFIE{THLE] ,
E"&E’Jﬂﬁ’u‘%‘&-}ﬁnw’ci\% I R S AZSPIEFHITRIBTE] . 12*7‘5,%5
SLRAFEE , HEANBEIREECHEHINSEFEREESAE, 52 aarch64

PG — L B {7 SR TSR T AP AW, B2, WfTHINR arn 52
M T IEFEEERZSEREEZ , RUGRA S AR E A
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03 QEMU+KML I3 - 40{rIfsEFE KML $z2R?
" MAEHA— KL BRPIER?

* [trusted FEYRTHITIHFERIAER S LU IERIATT
| REERAHIT chroot NIFRT, FARTRERIERREIEHIF
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03 QEMU+KML B - hRZs %

- Ji?"ﬁAH&ZISE'JWF [ RFRALBRER , XERMTRZSRZR:

“ Github €FE KML T, Linux-4.4.12
I x86_64
? Aarché4 5 arm

* BARZSEY KML b T, S=¥réf4PEl Linux-4.0.4
1 1386
1 X86_64
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03 QEMU+KML JBA - Github €FE KML #pT - x86_64

" BRABEINME Github ELAHIAY KML T
* https://github.com/sonicyang/KML

" HILFEM , HRANISREZIFHRZRAZRTH , BBREE—
hRZS : Linux-4.4.12; MEMBMRZSN—BE4$RE] Linux-4.0

" E—REFEEY, gBHEKZ, HIEERIFET YR RIEY x86_64
kREds, &I menuconfig HEZEEE KML BYERDEIR,
" EENTRBTERMZ#T 23T ARM 28987 (Ze4!
* grep
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83 QEMU+KML B - Github €FE KML %M T - ARM

" TEMAHBRSIAMEZREET , BIrE arn 5844
* BREEM T — /% aarch64 BY3EXRRIF , AF3d aarché4 Fl arm BT,
aarch64 HARFGIEDS arm; armb4 BE 7= aarché4, [ arm dF{SEELh
HIEZ arm32
" AT RIEFE, FEREMNMNFSHRIFESS:
* Arch Linux - aarché64-linux-gnu-gcc 12.2.0-1 (x86_64)
* AUR (en) - arm-linux-gnueabihf-gcc
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03 QEMU+KML JBA - Github €FE KML 4T - ARM

" TERX X 4miE ARM B i El—E8jn] 5 :

usr/bin/1ld: scripts/dtc/dtc-parser.tab.o:(.bss+0x18): multiple definition of
'vylloc'; scripts/dtc/dtc-lexer.lex.o:(.bss+0x8): first defined here

collect?: error: 1d returned 1 exit status
* (BT extern BHREEEN:

--- a/scripts/dtc/dtc-lexer.lex.c_shipped
++ pb/scripts/dtc/dtc-lexer.lex.c_shipped
6@ -637,7 +637,7 0@ char *yytext;
#include "srcpos.h"

#include "dtc-parser.tab.h"

-YYLTYPE yylloc;
+extern YYLTYPE yylloc;
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03 QEMU+KML JBA - Github €FE KML 4T - ARM

" {£3ZX4RiE ARM BB El—LE (o] .
* PIC }83K, £ Makefile BN -fno-PIC BPH]:

ccl: sorry, unimplemented: code model 'large' with '-fPIC'
make[1]: *** [scripts/Makefile.build:264: crypto/echainiv.o] Error 1

make: *** [Makefile:949: crypto] Error 2
make: *** Waiting for unfinished jobs....
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83 QEMU+KML B - Github €FE KML %M T - ARM

" HFERXX4miFE, EMBusybox BFEE

AR miF T REEfYmiE!

+ BFRVIES S mIFESEM, BiZ{8ck CROSS_COMPILE= kAR ARCH= @&

isEmIEFTEMBIREEM,
" RZ(ER OEMU HITRBEh:

gemu-system-arm -M virt -cpu cortex-ab3 -smp 2
-kernel ./Image.gz  -nographic \

-m 4096M \

-append "console=ttyAMA® init=/linuxrc ignore_loglevel" \

-initrd ./rootfs.cpio.gz

+ 5 x86_64 R[E, gemu-arm HIAEHEE -M(machine), -cpu ZEEEA T

o — ,—

INE17,.

" FHEEBE, ARMNEMBAZANAREZERR KL E, [5%RER T
EFSNERIN7 3 ; BTFH ARM RS2 AERE, EmRFER,
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03 QEMU+KML B - EFLKRES KML - 1386

" Github EFENMRAZFHEFHE—, EMTEUME KL EEE ALY
#THITEIR, EXFRAEE, FERITEEE] KML+RT % T BZ 1516
J, B RA]gEEIFRIBIRIIZRES,

* B LREZ MM RETARAZ Linux-4.0.4( XBE 8 FRiT !), BFEEN
Bt TER, TEFLMIS

I —EERR7s ( FEEEBMRAAEB ) 89 include/linux/compiler-gcc.h XHSIEE gec
hREs , BL4.0.4 A, ERERAZIFE gee-5 , FEHMREIAMR gcc AT BUREIE,
#tdefine _gcc_header(x) __gcc_header(linux/compiler-gcc#itx.h)

#tdefine gcc_header(x) _gcc_header(x)
#include gcc_header(_GNUC__)

11 include/linux/ | grep gcc

-rw-r--r-- 1 rqdmap rqgdmap 635 May 18 2015 compiler-gcc3.h
-rw-r--r-- 1 rqdmap rqgdmap 3689 May 18 2815 compiler-gccé4.h
-rw-r--r-- 1 rqdmap rqgdmap 2484 May 18 2815 compiler-gccb.h
-rw-r--r-- 1 rqdmap rgdmap 4280 May 18 2015 compiler-gcc.h
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03 QEMU+KML B - EFLKRES KML - 1386

" Github €FEMMRAZFHETFR—, EMITREIMRE KL (FEE L LWL
# T HITEIH. TEFRAES, FERBTZEE] KML+RT %M T HZH516
o, FER A g R BT AXhRES .

R ERFHMRIRAZ Linux-4.0.4( XtLE 8 F/jT !), BEEN
Bt T=id, EBR/LMMRS
| —LERRAS ( FERERAAER ) 89 include/linux/compiler-gcc.h XHFEEE gec
kRzs , WL4.0.4 A, ERERIZFE gcc-5 , FEHRINETIEEIRIR gcc AT URIE,
D ESRMhEE LS ER 1386 T BRI, INAEHERMYERIEEET:
make ARCH=1386 CC=gcc-4.4 defconfig

make ARCH=1386 CC=gcc-4.4 menuconfig
make ARCH=1386 CC=gcc-4.4 -j 20
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03 QEMU+KML B - EFLKRES KML - 1386

“ Github EEMMRAZIFE T E—, EMITRIRE KL (FEE R LHRY
T HITEIR. TEEFEREE, FEFREEE] KML+RT %M T HISZHFR
5, FRERA]gExEBHEIRRZRZES,

* 1386 ZRMIth BEATE 1386 BY rootfs, EMEER usybox LiF—T 1386
HIhRZS
I ETERSHEIEYRIFE busybox BY glibe MIBFR N, XBHE—EF, FTEMFEH i386 1Y
musl H#ITRIF ! PAULEE kernel-headers-musl-i386 LARz i386-musl €2, BENRJ3R
15 1386-musl- TEL}%
“ gHé\y&q(xsﬂélcpﬁ%confiQ PEEEE—LEEEH, FEEFHFRNZE 32 (AINERF :
Build Options --->
[*] Build BusyBox as a static binary (no
shared libs)
(-m32 -march=1386 -mtune=1386) Additional

CFLAGS
(-m32) Additional LDFLAGS
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03 QEMU+KML B - EFLKRES KML - 1386

" ER£279 1386 RMRIFTERL , BEZESIFHERY .
“ Hi@ERZMENIERANERRELET , SRFBEEHEA .
" TEEEMT AL

+ HApEIAZE 1S busybox A5 FMIET rootfs BY /trusted T, /bin TFHY
BIEMIZ 0 ERIEREEE ;

+ MAIBEYZ busybox ZSAFATE /bin F, EEBREMERAETE / trusted

*YHEHE 7 EARLNRZE—EFN , XINIZESBIHEMREBINAE (&
NERBRIN A H IS HEiEE] busybox By), EH.u.TlJEEUﬁ =8
trusted M SHZATHBHERANEK . BEIRBATEX E trusted
MCEINTIER , RER—TH4 1386 3 ﬂﬂﬁlﬂ*ﬁ?ﬁiﬁ%ﬁbﬁlﬁﬁﬂﬂﬁf

FFESENFR knl A% .
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rqdmap in

[ 22:46:01 ]

W LET )]

[ 22:46:01 ]

rgdmap in

[ 22:47:34 ]
| 22% - 26 GB

[home 11% - 27 GB
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BERATHR DI

0

Alacritty

Magic number: 15:302:788
console [netconB] enabled
netconsole: network logging started
ALSA device list:
No soundcards found.
Freeing unused kernel memory: 688K (c1ab1888 - c1b5deee)
modprobe (878) used greatest stack depth: 6572 bytes left
Write protecting the kernel text: 7912k
Write protecting the kernel read-only data: 2548k
BUG: unable to handle kernel paging request at cf18fff@
IP: [<c17b8Bcb>] page_fault+8x1b/8x38
*pde = 86088080600
Dops: 6882 [#1] SMP
Modules linked in:
CPU: B PID: 1 Comm: init Not tainted 4.8.4-kml-rtl1+ #1
Hardware name: QEMU Standard PC (i448FX + PIIX, 1996), BIOS Arch Linux 1.16.1-1-1 B4/81/2814
task: c78a4888 ti: c789e808 task.ti: c789e866
EIP: B@868:[<c17b8Bch>] EFLAGS: BBB4B493 CPU: B
EIP is at page_fault+8x1b/Bx38

EAX: b77fb888 EBX: b77fb8ac ECX: b77fb888 EDX: 88166388
ESI: 88164ff4 EDI: PPBOBBBB EBP: bffabcac ESP: c789fff4
DS: 867b ES: 887b FS: B6d8 GS: BB33 SS: 08068

CRB: 88858083b CR2: cf18fff@ CR3: 8725380808 CR4: 00BBBLI8
Stack:

0BBBA3ff DOOOOAAE BOOBBBBA8

Call Trace:

Code: eb 46 66 98 8d 76 80 68 48 48 B84 c1 eb 3a 66 98 81 fc 60 686 688 cB 77 25 89 6c 24 B8 89 eb 64 8b @
EIP: [<c17b8Bcb>] page_fault+Bx1b/8x38 SS:ESP BB68:c789fff4

CR2: 6888BBBBCT18fFfA

---[ end trace 5b2999eB8c2fde2c ]--—-

Kernel panic - not syncing: Attempted to kill init! exitcode=8x088008889

Kernel Offset: 8x@ from Bxc1008888 (relocation range: Bxc8888880-Bxc87dffff)
---[ end Kernel panic - not syncing: Attempted to kill init! exitcode=Bx88888889

EMU: Terminated

via @v12.2.1-gcc took 3s
via @v12.2.1-gcc

via @v12.2.1-gcc
trustedD

[data 33% - 79 GB

CPU 11%
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rqdmap in
[ 22:46:13 ]
W LET )]
[ 22:46:21 ]
rgdmap in
[ 22:47:34 ]

[ 186% 2823-03-88 (Wed) 22:47:5

o & 100% 4 16%

Magic number: 15:302:788
console [netconB] enabled
netconsole: network logging started
ALSA device list:
No soundcards found.
Freeing unused kernel memory: 688K (c1ab1888 - c1b5deee)
modprobe (878) used greatest stack depth: 6688 bytes left
Write protecting the kernel text: 7912k
Write protecting the kernel read-only data: 2548k
traps: init[889] general protection ip:8131aba sp:bfcelc24 error:8 in busybox[8649086+eaB@B]
Kernel panic - not syncing: Attempted to kill init! exitcode=08x88086868b

CPU: 8 PID: 1 Comm: init Not tainted 4.8.4-kml-rtl1+ #1
Hardware name: QEMU Standard PC (i44BFX + PIIX, 1996), BIOS Arch Linux 1.16.1-1-1 B4/81/2814
c78a4880 c789fdf4 c17bBfa4 c789fedc c789fel4 c17bBecel c1958c74 c1b74980
08088888 c789fe4c c78a4B888 c78acBBc c789feb4 c1B8515cB c1958fB4 BBBEBEEBL
c1875fe6 395862d7 c78a45Be 86008881 c789ff18 c789fedd c78acBBc c71ad73c
Call Trace:

[<c17bBfa4>] dump_stack+Bx41/Bx55

[<c17bBcel>] panic+Bx7d/@x1al

[<c18515c8>] do_exit+Bxaf8/Bxb18

[<c1875fe6>] ? set_next_entity+Bxbé/Bxde

[<c1851619>] do_group_exit+8x39/8xal

[<c185bb6éb>] get_signal+BxT1eb/Bx578

[<c1881e7b>] do_signal+Bx1b/Bxb48

[<c170197c>] ? schedule+Bx3c/Bxad

[<c17b3b1d>] ? schedule_timeout+Bx18d/8x188

[<c187685f>] ? check_preempt_wakeup+8xff/@x230

[<c17b23f5>] ? wait_for_completion_killable+Bxc5/8x188

[<c184e2bB>] ? do_fork+8xd8/8x2b8

[<c18029d8>] do_notify_resume+Bx38/8x44

[<c17b4abl1>] work_notifysig+8x24/8x2b
Kernel Offset: 8x8 from Bxc1008868 (relocation range: BxcB8888PA-Bxc87dffff)
---[ end Kernel panic - not syncing: Attempted to kill init! exitcode=BxB888888b

EMU: Terminated

via @v12.2.1-gcc took 2s
via @v12.2.1-gcc

via @v12.2.1-gcc
noftrustedﬂ

RAM 21%: 3.20 GiB / 15.31 GiB | wlpBs20f3 G417 192.168.3.24
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03 QEMU+KML B - EFLKRES KML - 1386

" (BXEBEAURENE , A= KMLERBR)E , WIF SR rootfs BY
G

CEATEHTE, EIERT—IRSEBRTMKL $THRZ, R

BEEBIENRZ .

* MR GBXHRANERZESNEERT), BAESET— hello
kernel BYinitrd FWTEERE, ﬁ'ﬁk#ﬂi_.[l«l##l‘?m busybox BY%A ,

MMAEXFRFKEIIA .
" BERERERRIZIE , SMEMMRAHFELERAR T /M5

" Linux Kernel... (RBEIREE QEMU EIBIEYa])EN)

“0n 11 December 2012, Torvalds decided to reduce kernel complexity
by removing support for 1386 processors, making the 3.7 kernel
series the last one still supporting the original processor.[60]
[61] The same series unified support for the ARM processor.[62]
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03 QEMU+KML B - EFLRRES KML - x86_64

RZEERERN x86_64 5844, FHEIEABFEY 1linux-3.18.140
* RF Linux lRFS, linux-x.y.z P xfly BR/DREFS, z BEITS,;
linux-3.18.1H&EZF 14 F 12 B, {BR&HMAY linux-3.18.146 —E X 19
F£58, XUESHTZRPFRIZER, UG SFBE

* B—1TEXRIMTE patch. E#$T knl BY 3.18 B9 T H A e EPITEC
L, @35 MERRT 4 rej XF, XEFEZFITENRENR! H
RABENIRFXAERTRERETRANELX, BEEIIRK, RERFX
LEIEMERE knl RUAN T OO REDR] , AREEZELIERIR .

10848 2023-03-89 19:41 vim arch/x86/kernel/cpu/common.c.rej
10852 2023-03-89 19:44 vim arch/x86/syscalls/syscall_32.tbl.rej

10888 2023-03-89 20:86 vim arch/x86/kernel/headé4.c.rej
10889 2023-03-89 20:86 vim fs/binfmt_elf.c.rej
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03 QEMU+KML B - EFLRRES KML - x86_64

" XFH#T:

* (£ FERKEY 4 MEEPEFT R, syscall_32.tbl.rej idRT RY
AR, HABLEAFKICR, —BHMTHE, .rej XHIGEHESFTED
3K, IRAETLEEMEIEFEHRIITS

* BT RABEAE, BRER T ZEFE—MEAREEPRAE:
" itig/™+ /) R Vin £RE BRI HGEMRIL + FFRHT
| BRSTIEERERTTHN - SHE
" RIEMER diff LEIES B RIBSHRIE SUENTT .

# diff syscall_32.tbl syscall_32.tbl.rej
297c297

< 288 1386 keyctl sys_keyctl
compat_sys_keyctl

> 288 1386 keyctl sys_keyctl
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03 QEMU+KML I3 - B hRES KML - x86_64
" {ZEA5ERRB RN T, BIRITE QEMU FR{ARIEE! KML HZR,




ISCAS TR SR % %6 BRI TP

Institute of Software Chinese Academy of Sciences Intelligent Softwar

03 QEMU+KML I3 - EFLRREs KML - x86_64

[ 8.859583] Write protecting the kernel read-only data: 14336k

[ 8.863326] Freeing unused kernel memory: 1828K
[ 8.869989] Freeing unused kernel memory: 1388K
can't run '/etc/init.d/rcS': No such file or directory

Please press Enter to activate this console. / #

J#[ 1.337459] tsc: Refined TSC clocksource calibration: 2688.898 MHz

[ 1.393817] input: ImExPS/2 Generic Explorer Mouse as /devices/platform/i8842/seriol/input/input3
[ 2.339543] Switched to clocksource tsc

[ #

/ # cat main.c
#iinclude <stdio.h=
#include <stdint.h=

int main() {
uint32_t cs;
asm volatile("mov %%cs, %8" : "=r" (cs));
printf("Privilege level: %x\n", cs & 8x3);
fflush(stdout);

return 8;
}
[ # .[main o [ s &
Privilege level: 3 —ENERFREETEARSEO)

/ # /trusted/main
Privilege level: @
/ # QEMU: Terminated
in E.ia @v12.2.1-gcc took
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04 KL AR

" AERFESEZEELEBNE. Linux RIZEB AR KML #p T3 KML
RANEIMARESAH#HITEN, HEENA:
* YA B RPEFEN?
* YN{rIZbIE Doublefault FE
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04 KNL AT - TN

" ML REENFRRETHEAUERZIRN TRITRRER, BAMHE
RIZR DRt R iz MX B8,

" IEE 5 Guide Frift, KML ¥lHIE—1NI57BY start_kernel_thread {51

*E, EA*& execve %é bﬂl%ﬂl% ’ #iﬁﬁ—%ﬂﬁﬁﬂ'ﬂﬁﬁﬁo
+ RZRERNGIFERE start_thread, HiE S BFERNARTIZE N
__USER_CS;
* [fi start_kernel_thread i& /3 _ KERNEL_CS, [t KML IEFIEERIZE

—/—

TIB1T
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-

" ATBABUEIIEFRITFAERNME, FKi)E&ET gdb EHREA

start_kernel_thread BYEYiE A%

(gdb) bt

#0 start_kernel_thread (regs=0xffff88000720ff58, new_ip=4199856, new_sp=140731794638672)
at arch/x86/kernel/process_64.c:271

#1 Oxffffffff811b5f30 in load_elf_binary (bprm=0xffff8800065a4560) at
fs/binfmt_elf.c:1039

2 OxfFffffff8116b76a in search_binary_handler (bprm=8xffff8800065a4508) at

fs/exec.c: 1425

#3 OxFFFfffff8116d21f in exec_binprm (bprm=<optimized out>) at fs/exec.c:1467

#4 do_execve_common (filename=0xffff8800080140008, argv=..., envp=...) at fs/exec.c:1564
#5 Oxffffffff8116d482 in do_execve (filename=0xffff88008720ff58,
__argv=0xffff880006af9280, __envp=0x25h4354a) at fs/exec.c:16086

6 OxFFffffff8116d4ba in SYSC_execve (envp=<optimized out>, argv=<optimized out>,
filename=<optimized out>) at fs/exec.c:1660

#7 SyS_execve (filename=<optimized out>, argv=140096697936864, envp=148896697936088) at
fs/exec.c:1658

#8 Bxffffffff818311eb 1n stub_execve () at arch/x86/kernel/entry_64.5:787

o~ PN NN N NN N NS ) P~ P~ VN
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" BT —TRIHITXUERS , BRT execve() LAFMEY exec SEEKIZRERZE C
FERVEEEGIFE , Eﬂﬂﬁ#ﬂlﬂﬁﬁ? execve() 2L .

" MizESFER sys_execve 3R do_execve EEN , HIEERITX
HFaif—R25ES ( LLIIEXXHREFER. 2178 iﬁﬂ%%i%m"ll
— PSP ERYTIMEAR , 1HFE linux_binprm S19% )

" FEBIEE formats §E3R ( JXA%'L?EzE'E MERT B linux_binfmt 33
SRR ), Rjﬂ%’r linux_binprm {5645 55RITHRMAY load_binary
BHiE; —BRINNMZE , M3 formats FARELER .
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04 KNL AT - TN

" Linux FTERTHITXXHRIVEE R ELF , ZBAPFRLERET 3#5

7% : load_binary, load_shlib, core_dump.

" BATXEEEXE load_binary Fi& , HESENFEREITRITXXE

static struct linux_binfmt elf_format = §

.module = THIS_MODULE,
.load_binary = load_elf_binary,
.load_shlib = load_elf_library,
.core_dump = elf_core_dump,

.min_coredump ELF_EXEC_PAGESIZE,
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" £ load_binary HR{Efi Y load_elf_binary X1 EKEN, ZERHEREK,
KEEE 400 Z17--- FRUAEKNAELEBXFE, RE—T KML (2248938

v i

* ZRRSEANERNEELTRS
BY KML A7, @A is_safe Ri#{T

FI iz

* FEIGIRIEEEBAT KML mode KR

7E i€

B REGIE Z IR IS

S 7F IR HTIE

" FTEHE—TXM I HEREEX

static int load_elf_binary(struct linux_binprm *b
{
#ifdef CONFIG_KERNEL_MODE_LINUX
kernel_mode = is_safe(bprm—>file);
ftendif

#ifndef CONFIG_KERNEL_MODE_LINUX
start_thread(regs, elf_entry, bprm—p);
ftelse
if (kernel_mode) {
start_kernel_thread(regs, elf_ent
} else {
start_thread(regs, elf_entry, bpr
5

fendif
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04 KML AR - FZFHEN - fs/binfmt_elf.c:is_safe

#tinclude <linux/fs_struct.h>
ttdefine TRUSTED_DIR_STR "/trusted/"
#define TRUSTED_DIR_STR_LEN 9

static inline int is_safe(struct file* file)

{

int ret;
char® path;
char® tmp;

#ifdef CONFIG_KML_CHECK_CHROOT
if (current_chrooted()) {
return 0;
}

+ current_chrooted 2RIZESEFER,

ftendif
tmp = (char*)__get_free_page(GFP_KERNEL);
if (tmp) {
return @;
}

path = d_path(&file—=>f_path, tmp,
PAGE_SIZE);

ret = (0 = strncmp(TRUSTED_DIR_STR, path,
TRUSTED_DIR_STR_LEN));

free_page((unsigned long)tmp);
return ret;

| Ellil‘aﬁ & 1E chroot i8R

+ d_path BFIE— 1B RAO®EMEH ASCII BEREH, HEMEEEHRX top &
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04 KML s RARE - IZFHEMN - arch/x86/kernel/process_32.c:process_32.c

#tifdef CONFIG_KERNEL_MODE_LINUX

void void

start_thread(struct pt_regs *regs, unsigned long start_kernel_thread(struct pt_regs *regs, unsigned

new_ip, long new_ip,
unsigned long new_sp) { unsigned long new_sp)

{
set_user_gs(regs, 0); set_user_gs(regs, 0);
regs—>fs = 0; regs—>fs = __KERNEL_PERCPU;
regs—>ds = __USER_DS; set_fs(KERNEL_DS);
regs—>es = __USER_DS; regs—>ds = __USER_DS;
regs—>ss = __USER_DS; regs—>es = __USER_DS;
regs—>cs = __USER_CS; regs—>ss = __KERNEL_DS;
regs—>ip = new_ip; regs—cs = __KU_CS_EXCEPTION;
regs—>sp = new_sp; regs—ip = new_ip;
regs—>flags = X86_EFLAGS_IF; regs—sp = new_sp;

regs—>flags = X86_EFLAGS_IF;



_—— = 04k fon == ]
!S‘IAS ﬂ:ﬁtgdﬁ!ﬁ E ﬁ {?d mofﬁenﬂ co %IIEE’ME ér‘if!f? iiz;l;c:l:lgernlt_e::

are Chinese Academy

04 KML AR E - F2FIRI - arch/x86/kernel/process_32.c:process_32.c

* KL EE T —{% . #ifdef CONFIG_KERNEL_MODE_LINUY
start_kernel_thread i{%X ; {H1F  void
5;% . start_kernel thread LX& start_kernel_thread(struct pt_regs *regs, unsigned

o= =t 1 —. ’

start_thread ERENE AT o newurlmzigned long new_sp)

load_elf_binary REfIE , X& |

GREH 2B R IIESH setuser-gs(regs, 8 vl pERCRL.

ﬁ'—/l\—ﬂﬁﬂ'gﬁﬁﬂﬁiﬁ?&ﬁ*ﬁﬁl . SG%_'FS(KERNEL_DS); o ) ’

BB BRI M ATIUR regs s - USER DS

BB RAS MHATAITL AR regses - MRS

Jj. ) regs—cs = __KU_CS_EXCEPTION;
regs—>1ip = new_ip;
regs—>sp = new_sp;

regs—>flags X86_EFLAGS_IF;
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04 KMNL FHEARRNE - TEFI=M - arch/x86/kernel/process_32.c:process_32.c

ﬁﬁﬁﬁﬁﬂvﬁﬁiﬂm T O9SETF  ifdef CONFIG_KERNEL_MODE_LINUX

2%, i@ Iﬁufih_.fﬁuﬂ'] void
TLS(Thread -Local Storage) start_kernel_thread(struct pt_regs *regs, unsigned
long new_ip,
* ERHIRT E—1 X5, HFBT unsigned long new_sp)
fs HF1Fas; 1Ex86 A fs FFER/1EFH ot user os(regs. B):
Eﬁﬂﬂfﬁ%#ﬁﬁ regs—>fs = __KERNEL_PERCPU;
" AL ER, EWRE?%VE&Téau%# set_fs(KERNEL_DS);
2ENWPRY fs NE, EIFAT set_fs regs—>ds = __USER_DS;
XEFE—PEFIRNEEE | B regs—>es = —USER_DS;
regs—>ss = __KERNEL_DS;
regs—>cs = __KU_CS_EXCEPTION;
regs—>1ip = new_ip;
regs—>sp = new_sp;
regs—>flags = X86_EFLAGS_IF;
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04 KMNL FHEARRNE - TEFI=M - arch/x86/kernel/process_32.c:process_32.c

+ BERE] set_fs ZEPE—TF,

= \rastvp  The fs value determines whether argument validity checking
kiLEJ'I}ﬁJ: %E’JT&Eilﬁlﬂi: should be

F£HY thread_info FEEHRY * performed or not. If get_fs() = USER_DS, checking is
TN I performed with
?g:ﬁi;g:;t*lfi@;t;;;—l}ﬁgpﬁﬁj * get_fs() = KERNEL_DS, checking is bypassed.

< IR E,IPFE-‘H’ = get_fs() * For historical reasons, these macros are grossly misnamed.
79 KERNEL_DS BSMIFi#tiT 8%
18E, FEFRKMLIZEIZFEER  #define MAKE_MI_SEG(s) ((mm_segment_t) { (s) })
79 1 B R AR T SIS #define KERNEL_DS MAKE_MM_SEG(-1UL)
s e ,A~ —— - . L -
;g*:g’gf;tsjszly %Ilzﬁn?mﬁ;ﬁd' =X #define USER_DS MAKE_MM_SEG(TASK_SIZE_MAX)
<AE °

#define get_ds() (KERNEL_DS)
#define get_fs() (current_thread_info()—>addr_limit)
ttdefine set_fs(x) (current_thread_info()—>addr_limit =

<\
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04 KML AR E - F2FIRI - arch/x86/kernel/process_32.c:process_32.c

* RTFSHNERFTIHA—LE |

Eban==

2EESRSE

=INEE
?fﬁlﬁ?&«:rﬁ&

EFERITAIR

EEFRPSERE
RS, &ﬂ%&?lﬂ*ﬁ?&ﬁﬁ

SLEd

EHFRAFBET
':Ei-J&b
%Eﬁl!ﬁﬁﬂﬁ%ﬂ%&&ﬂ’]%é LifE FE

SHHIRE . HMERES
¥ HF A+ Bug
S, AT7BREE LA

E[ﬁEi???vﬂ-ﬁE

R

EFRIERE

die()

eSS STENHFRERI CPU
FiAMA do_exit

FaRE,

U || L e

=2

/*

* The fs value determines whether argument validity checking
should be

* performed or not. If get_fs() = USER_DS, checking is
performed, with

* get_fs() = KERNEL_DS, checking is bypassed.

*

* For historical reasons, these macros are grossly misnamed.

*/

#tdefine MAKE_MM_SEG(s) ((mm_segment_t) { (s) })

#define KERNEL_DS MAKE _MM_SEG(-1UL)

#define USER_DS MAKE _MM_SEG(TASK_SIZE_MAX)

#define get_ds() (KERNEL_DS)

#define get_fs() (current_thread_info()—>addr_limit)
ttdefine set_fs(x) (current_thread_info()—>addr_limit =
2Ny
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04 KML FEARAE - 121 - arch/x86/kernel/process_32.c:process_32.c

o o > '
* [B1F start_kernel_thread fCEBH ,  4icier cONFIG KERNEL MODE LTNUX

HIZBIERENREAT ds Mles FH, void
ﬁ*ﬂ SS I ﬁjj __KERNEL _DS LXF' | start_kerpel_thread(struct pt_regs *regs, unsigned

Ij\:l*;'-*% long new_1ip, i )
:HEEN cs TRQET—HEN
_KU_CS_EXCEPTION fH , XHAE iggéfig_gS(regs’ v _ KERNEL_PERCPU;
[ERFREERY KML *ﬂfﬁllﬁﬁnzsl Eaith set_fs(KERNEL_DS):
j0i%FERIRE ) _ KERNEL_CS EPH] . SBee C T seRns,
* MZ RN ES AZIEEREEM , regsess - __KERNEL_DS:
MASZSRIRT . ﬁ'ﬁ'FEuﬁ:tﬂ]ll%’rﬁ't ;28299; - %KU-ES-EXCEPTIUN
__KU_CS_EXCEPTION FFEH#{TERTE e - nen o
SIFEREMARIENER , cs FEB regoFlags - Y8b_EFLAGS.TF:

NI R #R R R E5 49 RK T __KERNEL_CS
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* ANFREID , os BAPBRMEMEOR 166 |50 Iy beriui user oo
. _ . (GDT_ENTRY_DEFAULT_USER_DS*8+3)
RUELERST , 1R 2 (uiRRE idefine _USER_CS
CPL(Current Privilege Level), (GDT_ENTRY_DEFAULT_USER_CS*8+3)

S-15 UARSIS , BFRIEFIE ¢ e ke mooe Lt
2gMhEE Tﬁfﬁﬁmﬁiﬁﬂ%ﬂiﬂ’.ﬁt #define  KU.CS INTERRUPT (1 « 16) |

- _ __USER_CS)
KNL FIB T —1 u32B9m 16 ii,, H #tdefine _ KU_CS_EXCEPTION (1 «<17) |

EXTW"*‘RFE\LL, SANES 16 M yseres)

17, BFERBNAZLIER

B KL R RIS Sart Thrasd kernel s

* -tﬂ];é,IE'J KU_CS_EXCEPTION IE2 #dﬁlei?a Ta 16 ET AR (cs)
BT 174 bit UHa LT s TR %% (Bx7££083 | _KERNEL_CS)
__USER_CS HYERHEIATT

regs—>cs = __KU_CS;
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04 KML EARAE - 12K - arch/x86/include/asm/segment.h

o y; #tdefine __USER_DS
ABARAZINERIA (GDT_ENTRY_DEFAULT_USER_DS*8+3)
__KU_CS_EXCEPTION #xidmf ? #define _ USER_CS
o2 %E%%mﬂgﬁﬁ%gﬁﬁﬁ4ﬁﬂgﬁﬁ\ (GDT_ENTRY_DEFAULT_USER_CS*8+3)
5EE o #ifdef CONFIG_KERNEL_MODE_LINUX
I kernel_mode_user_process: {X{E #tdefine _KU_CS_INTERRUPT ((1 «< 16) |
arch/x86/kernel/signal.c #fEM , A —USERCS)
FHE KML BB RIS T=E s #dﬁgégecs_)KU_CS_EXCEPTION ((1 «< 17) |

" need_error_code_fix_on_page_fault:
{X7E arch/x86/mm/fault.c 1M , B  #define kernel_mode_user_process(cs) ((cs) &
F 53R FROT AR RN DI R AR K I OxFf££0000)

#define need_error_code_fix_on_page_fault(cs) ((cs)
= _ KU_CS_EXCEPTION)

| BFRENSRAESR, FFRNAR

g

Sl
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04 KML EARAE - 12K - arch/x86/include/asm/segment.h

#define _ USER_DS
* AN FI A _ (GSTiEETRY_DEFAULT_USER_DS*8+3)
__KU_CS_EXCEPTION #7:i8MgE ? #define _ USER_CS

+ HREATT REh BB g (GDT_ENTRY_DEFAULT_USER_CS*8+3)
,-kﬂEﬁiLElF-%E'J'Lt ﬂ*ﬁﬂﬁy]ﬁ/ #ifdef CONFIG_KERNEL_MODE_LINUX

‘wisES X T R EENER S #H1TIH  #define __KU_CS_INTERRUPT (1 «< 16) |
BH __USER_CS)

N #define _ KU_CS_EXCEPTION ((1 « 17) |
1 SC4% : MAKE_DIRECTCALL_SPECIAL _ USER_CS)

1 SE4eAO : system_call
#define kernel_mode_user_process(cs) ((cs) &
Oxffffo000)
#define need_error_code_fix_on_page_fault(cs) ((cs)
= _ KU_CS_EXCEPTION)
#tendif
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04 KML I ARRE - 25BN - arch/x86/kernel/direct_call_32.h

#define MAKE_DIRECTCALL_SPECIAL(entry, argnum,
* JC4R7% : MAKE_DIRECTCALL_SPECIAL syscall_num) \

: izzczﬁr—mvﬁm%ﬁﬂmﬁmzﬁﬂamﬁ o et et

*51‘%: ics u&—ﬁ&%{’cﬂiﬂiﬂ: Iﬁﬁl‘ﬁ pushl 4 ed1 \
TFRFBRIZHN system_call CURLTDER pushl %esi; \
1 7£ system_call FR3&FI R RIMIEN LY pushl % ebg’ \
cs BT RATFE \ add $-4, Kesp; \
—KU_CS_EXCEPTION movl $(syscall_num), %eax; \
\
call direct_special_work_ ## argnum; \
\
pushfl; \
pushl %cs; \

pushl $d1rect wrapper_int_post; \
jmp system_call;
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04 KMNL HEARRNE - 25N - arch/x86/kernel/entry_32.S:system_call

* 5[%1’%5215& ° system_call # system call handler stub

EERRERBIEEERONE , LM EVRY(systen_cal)
TAETE . EILLE 6(Stesp) BB/ 0.RE RINGB_INT_FRAME
SEEPEET ret to ku X KML SHIEY SWITCH_STACK_TO_KK_EXCEPTION
5B CRICESIE S . o

e e
MAKE_DIRECTCALL_SPECIAL K9EIRIRFF , /* Switch stack KK = KU. «/
*%':F cs FFasIN A LPRHIESE 5-8 1 /* check whether if stack switch occured or r

, ihiA) 6(%esp) HIEFEENT cs ?r x/

#EEEI’J.E. 16fil. MBHEFHO, HAX cmpw $6x8, 6 (%esp)
S—M KL IFESM cs &, ARHESE ponlp TEEO-
Eﬂl’,lﬂﬁ E%E’Jf\:ﬁq‘%’fﬁ&JZﬁ 16 fif .

* FTEESE ret_to_ku XIMTHA
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04 KMNL HEARRNE - 25N - arch/x86/kernel/entry_32.S:system_call

* SCYRICEDER : ret_to_ku
" ZEGCRIXED @ 1A T 4(%esp) SERFRIE
EXTFE:%?%%FHH@EEE@ CS ?yﬁ%ﬁl’@lg ENTRY(ret_to_ku)
CEdEbER , REVIASEFERAT, HX

M35 jnp EIFADIZR , RERIERF cmpl §_KU_CS_EXCEPTION, 4(f%esp)
BrAbE . MXEIPSHEHIEEZ KML BT KAOK je ret_to_ku_from_exception
Y : HBRRRIRZ : EfmBs 2 jmp ret_to_ku_from_interrupt

BE—THTF—1TR%KIAA, BPEPlh,
BIR=ERER , EFSMAHTT .

* FE#AE
ret_to_ku_from_exception
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04 KML 2 RAR%E - IZEF#EMN - arch/x86/kernel/entry_32.S:system_call

* CISES . ENTRY(ret_to_ku_from_exception)
° *
ret_to_ku_from_exception KE,";I‘\’IE [*}S SRNEL (S, 4(kesp) /* XCS =
! &t cs HFRMNANE , RIMMT—E  pushl %ebp
IR TIE , RFOREE /* check whether if we can skip iret or not x/
. system_call B M J—t]JE', ST | movl 12(%esp), %ebp /* load EFLAGS to %ebp
*/
* The stack layout for ret_to_ku_from_exception: tast] $~(0x240£d7), %ebp
: / movl 16(%esp), %ebp /* load ESP to %ebp +/
wesp —> EIP jz skip_iret
* __KU_CS_EXCEPTION
: EFLAGS addl $-16, %ebp
) ESP ret_to_ku_mov_ebp: popl (%ebp) /* old EBP +/
) XXX ret_to_ku_mov_eip: popl 4(%ebp) /* EIP */
co ret_to_ku_mov_cs: popl 8(%ebp) /* XCS +/
x/ ret_to_ku_mov_eflags: popl 12(%ebp) /*
EFLAGS %/

movl %ebp, %esp /* switch the

Y4
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04 KNL AT - TN

" EHIEE, TEKMLBY x86 MR , FEFIABFLE __KU_CS_EXCEPTION

s

279 __KERNEL_CS.

* HRIBINES L

. RIFEHREF

LABz _ KU_CS_INTERRUPT X MREMLHITZINIE .
+ MEHIZISHIRCH KL I2EFEITRAEBI , AZRSoHAE cs B

B e e

" KML MIZFRAEXBEIH A REFANART , BT KL HF7ELIE

BNTIFE+20Z,

AR EL 2 NI R 3RS

A FEAZR—T KML H1E T = IR HPLE ) &
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" TESEIR KML B ARRYBE , {E&EHREAT JL BBV KR E R :
* Stack starvation
“ Stack switching
“ Interrupt lost
“ Non-maskable interrupt

" XERFHL/LFHRSMAREREREX . AT KL IZFEEERZ
& ME1T, EmERMERITHRE /| SR LESTSLLERFERF .

" FRGFIZ/I N REZE , BICESEE—TaH—1 i/ REX
£83, CPUSUMRITIE .
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04 KNL BEAARE - R - EQRIE

" BRERAZBEMGE , AZREEFEFRPERT . RIT—FETRK, cs
Meip FHERSVET—FIETHZEMNE . Ltk ZE), CPUFIEE
B—RESTESFETHE / BE, MELRE, NKRHRIT:

* IE SR XEXEIME i, 0<i<255
* 3% idtr FEFESEMA IDTRPVF i, REZ—PPEIHFER)
* 3% gdtr 3X1F GDT Bk , HIEHPE IDT RN MRV EGHa R TT .

* KBRS HIEN . lgii BN CPL(cs ?}T—?%EE’HEE 2 {i ) FNEGHEAR
fFHFIER DPL, UMER CPL {€F DPL, MI=4 13 S 7 & General
protectoin; 5‘13:§A':|:'|fﬁ )JJEL — SR E| JmATE DPL BF /M F
CPL, WIR/NMFHE~E 13 5%, XERARERBRERIBIRFHEY
F’E’I‘#I‘_.lﬁﬁqﬂlfﬁl‘_.l :
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ISCAS TARFESHEE CO SEERHHRD L

itute of Software Chinese Academy of Sciences
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" BEREZEEMIGH , ARSITEFRIFERT . RIT—FE2
Meip BEFREI T —FETHEEMI . FLbZA,

A—FETEECETHE / 7E , MREE, WEHKRHATT:

- RERTREBVENEL . 90 CPL FRFEGEIER
FH&TERS
) iF tr BEEE, IBIRYATEITIEIEN TSS &

&

5, CS
CPU I§HEE

‘BY DPL, M CPU @470

TEVSIREXREEE , BT TRTBRFTEAEX—R :

! S NEARXRER RIS RESEN ss M esp FTF2E , HEBRIERITE TSS

P E!

I TERBVERRIRTE ss M esp VIAME , XEEENXT SIHHNRAAXBVIRRIZ g0 .

* IEEBVR R {RTF eflags, cs Ml eip ERE
* 4§ IDT 8§ i B RIBIABEEE cs 7l eip FEHP
FayiZigitht | .

I F kR R

=
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" RRLIEEFRFRITRRERETEE—F iret IS, iret 5 EFREE
cs, eip, eflags HHEIFMBEIFFEP , IF CPU IFFINE LA b B
FETBVEERF .

+ Hep | NRGIBIEFEN CPL FAZHEF cs K2 (i, NMIEEFHFHMRDIER
|HBY ss #l esp 1728 , [EIZFIIHBVIFNSZH .

* B ds, es, fs, gs FEEHFeR, WIRDPL < CPLNE=ZHFEE , UM
IEARPANIEFFI AXLEFERIGRRNIZMbIESE .
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04 KML AR E - SE4IE - Stack starvation

" KML:E 69 Stack starvatio [RJEFARIGEREEXTITIEH -
“EBRA , HRERFLRIER , CPU ATEESIRIFIRIZRLIERS
* BEFNF—1 KIL EZEFRIH , Elﬂi’.T' HEeNAPRI{ER=E—1 R
Ii‘ﬁ/,'?'r".‘%" IA-32 CPU RS AP B THREIRZR TR SR , MEL
SZHEER KL EEFECRAPX .

! KML #2/F7E ring0 $A17 , FRIA—REBVRERMIBNHIFEIER .
I KML MBEFEET L TXXEREFNAZEDR , BHEILE=EHeyEEE !

*(BINRE—EBRT , KN EFBAPRFIERIER S RNEREH#RNTE ,
SREMTAR? EF‘E—A Page Fault & , CPU AT LB ZRENE
EREFHIN—EFFHRARTEIEAP , ﬁ'ﬁ“‘lﬁuEl’J KML 321 X AR r]ihie] ,
CPU I&=4— Doublefault E ! TR CPU BIBAR T ERIE—IRTH
=Rl TR 5L
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" KML F#UFBY TSS E&RALIE Stack starvatio [nJER .
+ x86 (AR IR T —MIFFRRYEG LM TSS REFMEEHF LT, BE Linux
AEREH LTI, BEEKREAFH CPUIEB—1TSS, —1THEY
MEIET CPUMBARPEREIRIZSES, ERTLM TSS RIRENRIEE

530k ki

+ G UHIZIRES, RIEBIGERR 1SS hpyFELEFEG; [N 7SS 8 2 bk
CPU L Hais{TRHIZRVIFINER , MA AT HIZEBREE TSS B

" FIAEA , IA-32 FEfEH

EAEH , MmEUHE] 1SS XIRFF%EY

BRI T RN Lioux EVERESS ] 8 S599

doublefault.

" FIEA TSS RIERERVIFLEFFHIRA , EMNE KML BYEIPHR R

3% doublefault B 5= 4b]

'

FHTY 1TSS ER . HF doublefault HAE
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- FBAIE - cpu_init

" TESEGESMRBER KL TSS o e e e

FRIEAST .

struct tss_struct™ doublefault_tss =

- 3‘1. tss E’Qiﬁﬁ*ﬂ?ﬂ&ﬁ%& &per_cpu(doublefault_tsses, cpu);

struct tss_struct® nmi_tss = &per_cpu(nmi_tsses, cpu);

cpu_inti BRERP , SEFIH ¢ sendir

* ZEEE T
T ERVIEH
tss_struct

* BEIG XX

+ 3§ tss AN

™l

N
HYT ’ | POT_EPU_ #ifndef CONFIG_KERNEL_MODE_LINUX
, XFIPTEEBR #ifdef CONFIG_DOUBLEFAULT

2SR /* Set up doublefault TSS pointer in the GDT +/
i L S = _set_tss_desc(cpu, GDT_ENTRY_DOUBLEFAULT_TSS,
M EEH{THIRK &doublefault_tss);

Zl gdt PHARIUE 00

felse

" RIHEEANBE—TEIHTE init_doublefault_tss(cpu);

v pu 4N AT

l#l'EQ init_nmi_tss(cpu);

__set_tss_desc(cpu, GDT_ENTRY_DOUBLEFAULT_TSS,
doublefault_tss);
__set_tss_desc(cpu, GDT_ENTRY_NMI_TSS, nmi_tss);

106 ”N
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" BHEEBEE—T tss_struct: struct tss_struct {
* x86_tss T—:?ﬁ%?ﬁ?éﬁﬁ#ﬂ'gm /* The hardware state:

= /
o 8 X s ALl ey & - struct x86_hw_tss  x86_tss;
* io_bitmap 79 I0 im iR L unsigned long io_bitmap[ I0_BITMAP_LONGS + 1];
o3 ; [ /*
gﬁyl\ﬂggﬁm*"mﬁlﬂ * .. and then another 8x168 bytes for the emergency ker
*/
unsigned long stack[64];

#tifdef CONFIG_KERNEL_MODE_LINUX
#define KML_STACK_SIZE (8*16)
char kml_stack[KML_STACK_SIZE] __attribute__

(16)));
#endif

} ____cacheline_aligned;
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04 KILFEEARERE - SEWLEE - struct x86_hw_tss

/* This is the TSS defined by the hardware. x/ unsigned long bx;

struct x86_hw_tss { unsigned long sp;
unsigned short back_link, __blh; unsigned long bp;
unsigned long spa; unsigned long si;
unsigned short ss@, __ssbh; unsigned long di;
unsigned long spl; unsigned short es, __esh;
/* ss1 caches MSR_IA32_SYSENTER_CS: */ unsigned short cs, __csh;
unsigned short ss1, __ssth; unsigned short ss, __ssh;
unsigned long sp2; unsigned short ds, __dsh;
unsigned short ss2, __ss2h; unsigned short fs, __fsh;
unsigned long _cr3; unsigned short gs, _gsh;
unsigned long ip; unsigned short 1dt, __1dth;
unsigned long flags; unsigned short trace;
unsigned long ax; unsigned short io_bitmap_base;
unsigned long CX;

unsigned long dx; t _attribute__((packed));
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" Pl doublefault tsses ﬁ CPU extern void double_fault_task(void);

TENG, B—THEHREMIZ sderine 017 07 \
MO ZS . .X86_tss = { \

E;EEWQ ) _ L .50 = __KERNEL_DS, \

*IgB T —EXEFTEFRNRS 1dt - 9, \

1§ ip IRE 79 extern BIKEHH ;i ~ o RIELPRRERD, \ \
it double_fault_tast, X2 .io_bitmap_base = INVALID_IO_BITMAP_OFFSET, \
_Egﬂ:gﬁft‘ﬁg, , %iﬁ)\gljizﬁ .ip = (unsigned long) double_fault_task, \
2147 doublefault RMERT flags K EFLAGSSEL B,
SiEBEZEE . .cs = _KERNEL_CS, \

* FEBNCERHR— Tzt e
BRI T {E } } \

DEFINE_PER_CPU(struct tss_struct, doublefault_tsses) = INIT
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" £33 A double_fault_task JC4m{CHg  ENTRY(double fault_task)
EI.J. ’ *%E'QQEW?Q : P Imovl 4(%esp), %edi

%edi = current_tss x/
& %esp — error_code movl 8(%esp), %ebx

) /* %ebx = prev_tss */
pointer to dft_tss # get kernel stack.
° 0/ 0/ :
p01nter to normal_tss kml_gelt_lferr}el_stac hebx, fhesi
. ke . movl %esi, %hesp
’:’ ﬁﬁﬂlﬂéﬁti\]ﬁg:wt% KML EEXE’\J /* From now on, we can use stack. x/
4t # recreate stack layout as if normal interrupt
struct dft_stack_struct Zgta
B B kml_recreate_kernel_stack_layout %hebx

call_helper prepare_fault_handler, \
$double_fault_fixup, %edi, %ebx

# get current TSS.

# get normal TSS.

struct dft_stack_struct {
unsigned long error_code;

struct tss_struct® this_tss;
struct tss_struct® normal_tss;

};

ret_from_task_without_iret %edi, GDT_ENTRY_TSS
jmp double_fault_task
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- S22 - entry_32.S:double_fault_task

KX 4 1 . ENTRY(double_fault_task)
E'E'ﬁftﬁ ’I:I:I movl 4(%esp), %edi # get current TSS.
1 Feilid 4(%esp) 0 8(%esp) BX T PBAS TSS  /* Zedi = current_tss +/
EZ AL | movl 8(%esp), %ebx # get normal TSS.
S R 4 /* %ebx = prev_tss =/
' fERIARCYRZE kml_get_kernel_stack # get kernel stack.
FE?SHSIW*Z*% 9 1'3)\’3?&79%:4\ kml_get_kernel_stack %ebx, %hesi
TSS ERRYISET movl %esi, %esp
1 3EER or Tl k% /* From now on, we can use stack. x/
B nesp, IHREI L% # recreate stack layout as if normal interrupt
! ELW*;*%H'J *’] 9 1?)\’3?&01\73% kml_recreate_kernel_stack_layout %hebx
—1 1SS EBRYIEET call_helper prepare_fault_handler, \
. 4=tk $double_fault_fixup, %edl, %ebx
ﬂﬁﬂﬁﬂﬂ't'ﬁmﬂ call_helper 17— ret_from_task_without_iret %edi, GDT_ENTRY_TSS
e ITIE

jmp double_fault_task

' BEE TSS Egep
* TERFHEANTBHEP I REICRE
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e L= IR .macro kml_get_kernel_stack pre_tss, ret
kml_gtit.:kernel_stagk B _ cmpw $__KERNEL_CS, TSS_CS(\pre_tss)
 F—TSREBRBRTRE, & jne 1f

__KERNEL_CS, — @& TSS_CS(\pre_tss) movl TSS_ESP(\pre_tss), \ret
# If the previous ESP points to kernel-space,

" _KERNEL_CS yu-FEx : # we used the kernel stack.
#define GDT_ENTRY_KERNEL_BASE (12) cmpl $TASK_SIZE, \ret
#define GDT_ENTRY_KERNEL_CS jbe 1f
(GDT_ENTRY_KERNEL _BASE+0) cmpl $ia32_sysenter_target, TSS_EIP(\pre_tss)
#tdefine __KERNEL_CS (GDT_ENTRY_KERNEL_CS*8) jne 2f

# We used the user stack, so needs to load the
# kernel stack from ESPE field of TSS.

1:
movl PER_CPU_VAR(espB8), \ret

2:

.endm
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04 KML AT - FBEWIE - entry_32.S:kml_get_kernel_stack

Linux’s GDT hSegmmrSelertars Linux’s GDT Segment Selectors |_stack pre_tss, ret
null 0x0 155 0x80 ;’ TSS_CS(\pre_tss)
reserved LDT 0x88
reserved PNPBIOS 32-bitcode = 0x90 y_tss), \ret
reserved PNPBIOS 16-bit code = 0x98 ; ESP points to kernel-space,
not used | PNPBIOS 16-bitdata | 0xa0 ‘nel stack.
ot used PNPBIOS 16-bitdata = Oxa8 \ret
TLS #1 0x33 PNPBIOS 16-bitdata = Oxbo
IS0 ox3b APMBIOS 32-bitcode | Oxb8 .er_target, TSS_EIP(\pre_tss)
TLS#3 0x43 APMBIOS 16-bitcode =~ OxcO
EE: | APT;TLM oxes 2r stace, L needs to load the
— e ‘om ESPE field of TSS.
kernel code 0x60 ( KERNEL CS) not used ‘espd), \ret
kernel data 0x68 (_KERNEL DS) not used
user code 0x73 (__USER _CS) not used
user data 0x7b (__ USER_DS) double fault TSS 0xf8
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e L= IR .macro kml_get_kernel_stack pre_tss, ret
kml_gtit.:kernel_stagk B _ cmpw $__KERNEL_CS, TSS_CS(\pre_tss)
 F—TSREBRBRTRE, & jne 1f
__KERNEL_CS, — @& TSS_CS(\pre_tss) movl TSS_ESP(\pre_tss), \ret
| TSS_CS MR 76, Gpretss [0 /R T IR T Rerneeee

MM T EISRBIIER cs FEENE cmpl $TASK_SIZE, \ret

16 {iL jbe 1f
cmpl $ia32_sysenter_target, TSS_EIP(\pre_tss)
jne 2f

# We used the user stack, so needs to load the
# kernel stack from ESPE field of TSS.

1:
movl PER_CPU_VAR(espB8), \ret

2:

.endm
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/* This is the TSS defined by the hardware. x/ unsigned long bx;

struct x86_hw_tss { unsigned long sp;
unsigned short back_link, __blh; unsigned long bp;
unsigned long spa; unsigned long si;
unsigned short ss@, __ssbh; unsigned long di;
unsigned long spl; unsigned short es, __esh;
/* ss1 caches MSR_IA32_SYSENTER_CS: */ unsigned short cs, __csh;
unsigned short ss1, __ssth; unsigned short ss, __ssh;
unsigned long sp2; unsigned short ds, __dsh;
unsigned short ss2, __ss2h; unsigned short fs, __fsh;
unsigned long _cr3; unsigned short gs, _gsh;
unsigned long ip; unsigned short 1dt, __1dth;
unsigned long flags; unsigned short trace;
unsigned long ax; unsigned short io_bitmap_base;
unsigned long CX;

unsigned long dx; t _attribute__((packed));
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* kml get kernel stack 7'2_: 0 .macro kml_get_kernel_stack pre_tss, ret

cmpw $__KERNEL_CS, TSS_CS(\pre_tss)
” %—wﬁ&th-’&ﬂﬁ’*ﬁl@ y — & jne 1f
__KERNEL_CS, — @& TSS_CS(\pre_tss) mO_\;ch 123_ESP(\DFG_E§ISD), \rit .
- . # e previous points to kernel-space,
" T TSS_CS MAEEX 79 76, 458 pre_tss # we used the kernel stack.
1IEI'J SR E G RIRYIER cs F1F28X 16 cmpl $TASK_SIZE, \ret
AL jbe 1f
' &u%ﬂﬂjliﬁﬁ% ME A B Rket T 1 = §:212$1a32_sysenter_target, TSS_EIP(\pre_tss)
*TER‘JF"E’J‘I‘\:‘ %, BECPUE
eSPB( =t R i% ) ZE ret RERE # We used the user stack, so needs to load the
J=:) # kernel stack from ESPE field of TSS.
) NRHIMTIEZE , #—FERSTASKSIZE o ol aRCesnn). \ret
558 tss—esp BIANER | 5 mov _CPU_VAR(espB), \re
$TASK_SIZE ELSTRRRPUMRSSIaIREaH  enn
=

n deFmEE L2 = )= L ey ™ ey Lops puley Sy ) L, mm—p
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e o . .macro kml_get_kernel_stack pre_tss, ret
kml_g?t_kernﬁl_stack?z t cmpw $__KERNEL_CS, TSS_CS(\pre_tss)
D NRXEEARFE , BARAHIELRTF jne 1f
ia32_sysenter._ target FBESHE—MER movl TSS_ESP(\pre_tss), \ret
pre_tss—>esp fempy2 espl, [ EE-E # If the previous ESP points to kernel-space,
i —EEZRIM A MR # we used the kernel stack.
cmpl $TASK_SIZE, \ret

" BAFX sysenter PR RGIRABARE jbe 1f
MK EmARENHEHT 7 cmpl $ia32_sysenter_target, TSS_EIP(\pre_tss)
- mn/ymm BT LE J’”;” o
RITEE T —tIRHISRIRE [
movl PER_CPU_VAR(esp8), \ret
anc

=
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04 KNL 2 AR - FREIE - entry_32.S:double_fault_task

’ *TT] ENTRY(double_fault_task)
taﬂ movl kesi, kesp, fhf_“’tﬂmT movl 4(%esp), %edi # get current TSS.
Sk N RNZ *% I RBVRIEYIRE /+ vedi - current_tss +/
T‘W*?*%J: movl 8(%esp), %ebx # get normal TSS.

/* %ebx = prev_tss */

X -F_‘Ifi'iﬁ&ﬂg’;l:gﬁﬁ% # get kernel stack. ) .
kml_recreate_kernel_stack_layout knl_get_kernel_stack f%ebx, fesi

movl %esi, %hesp

/* From now on, we can use stack. x/
# recreate stack layout as if normal interrupt
kml_recreate_kernel_stack_layout %hebx
call_helper prepare_fault_handler, \

$double_fault_fixup, %edi, %ebx

ret_from_task_without_iret %edi, GDT_ENTRY_TSS
jmp double_fault_task
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04 KNLEEARNRE - SRR - entry_32.S:kml_recreate_kernel_stack_layout

M kml_recreate_kernel_stack_layout .macro kml_recreate_kernel_stack_layout pre_tss

. cmpw $__KERNEL_CS, TSS_CS(\pre_tss)
| BCHRIES—1 8, 2N tss Jne 1F
ity movl TSS_ESP(\pre_tss), %eax
| BIMERIE: , FMEIAE (P onpl §TASK SIZE, Heax
) REAE T SERNAE | e
| BERNZENSHMBATRSER pushl TSS_SS(\pre_tss)

pushl TSS_ESP(\pre_tss)

pushl TSS_EFLAGS(\pre_tss)

pushl TSS_CS(\pre_tss)

pushl TSS_EIP(\pre_tss)
.endm
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KX s 1N = ENTRY(double_fault_task)
Iﬁﬁﬂ-ﬁﬁ)\ call_helper Ej‘]'l:’ﬁt movl 4(%esp), %edi # get current TSS.

I:I:I 9 iﬁﬁﬁﬂb?’??&f&%ﬂ‘%ﬁi . /* %edi = current_tss */
I E—1THENE call BUEKEISET movl 8(%esp), %ebx # get normal TSS.
/* %ebx = prev_tss +/

! RN =TMEHIYARBEENSH # get kernel stack.
1 HORESEIMNS esp'H_’, NBERIEHEIE kml_get_kernel_stack %ebx, %esi

A 0/ 7 0/
B AR /* F/n]g; ngf/scln,v,m;eszpcan use stack. +/
.macro call_helper func target_address cur_tss tmgeigigzztztigﬁnéiygg:cﬁs1;{oﬁorggéxinterrupt
pre_’gjzh %esp cali_helper Brepare:fault:handler \
pushl \pre_tss $d0uble_fau}t_fixup, %edi, %ebx
pushl \cur_tss ret_from_task_without_iret %edi, GDT_ENTRY_TSS

pushl \target_address jmp double_fault_task

call \func
addl $16, %esp
.endm
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R ﬁij_ call_helper #Hi-? C -IE asmlinkgge void prepare_fault_handler(unsigned long

e target_ip,
Egl%& struct tss_struct® cur, struct tss_struct* pre,
prepare_fault_handler: itf‘uct df_stk™ stk)

I ZEKZRIAA asmlinage #Ric , X unsigned int cpu = smp_processor_id();
e xﬁﬁ@&&maéﬁﬁﬁBM clear_busy_flag_in_tss_descriptor(cpu);
BhEE , X522 stk->cs &= 0x8B00Fff;

- =V if (pre—>x86_tss.cs = __KERNEL_CS && \
C;Eﬁgehmr HREHR R pre—=>x86_tss.sp < TASK_SIZE) {
*E stk—>cs = _KU_CS_EXCEPTION;

| BEBEEIGES tss AT } | |
#4149 bit(B), BAREMET pre-tas.ip = targel ip;
1SS REERIER gt foe t1an

P - e pre—>x86_tss.flags &= (~ (X86_EFLAGS_TF |
' R cs IS 16 IiBET , X2 X86_EFLAGS_IF)):

RTBIEE —‘Ei_Li&-:(-ﬁ #)\ cs

(unsigned long)stk;
__KERNEL_DS:

pre—>x86_tss.sp
pre—>x86_tss.ss
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04 KNL Tz AR - FEIE - task.c: prepare_fault_handler

2 ﬁij_ call_helper #Hi-? C -IE asmlinkgge void prepare_fault_handler(unsigned long

e target_ip,
E@%K struct tss_struct® cur, struct tss_struct* pre,
prepare_fault_handler: §tﬂmtdfﬁ““'ﬂ*)

. Sysenterﬁ:?éf‘ﬁﬂﬁi_kﬂiﬂﬁlﬁﬁ unsigned int cpu = smp_processor_id();
stk—>cs FEEA 2B WELTRY clear_busy_flag_in_tss_descriptor(cpu);
__KU_CS_EXCEPTION =FE& stk—>cs &= Bxeeeeffff;

N A if (pre—>x86_tss.cs = _KERNEL_CS &&
| ig 8 tss BY ip AEANRY l (Ereeisé tss.sp < TASK_SIZE) { \
: =
target_ip, HigM stk—>cs = _KU_CS_EXCEPTION;
double_fault_fixup SC4mERI%ER }

. 3 =2V pre—>x86_tss.ip = target_ip;
1Rt ssr Bk ep 79 KML HRE X HY pre—>x86_tss.cs = _ KERNEL_CS;
stk £#khned long ip; pre—>x86_tss.flags &= (~(X86_EFLAGS_TF |

unsigned long cs; X86_EFLAGS_IF)):

unsigned long flags;

(unsigned long)stk;
__KERNEL_DS:

}; pre—>x86_tss.sp
pre—>x86_tss.ss
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04 KNL FEARNRE - SEWIE - task.c: entry_32.S:double_fault_fixup

ENTRY(double_fault_fixup)
pushl %eax

*EBAE—TEL—DIRE ip :EMRBYTCIRICH

double_fault_fixup: pushl %edx
| GHITREIE , HEBSUHREIT ISSEF, R Pl
HIABRIAZ% pushl %ea;( |

I HERB TSN , 1§ eax, edx, ecx RBHITRE ; | |
XE2HRF eax, edx, ecx 12_4*?:#%%?" fastcall 4Rix call do_interrupt_handling
RN SWERAREESE , BNERT

popl %eax

do_interrupt_handling Zﬁuﬁ-ﬁgﬁﬁ novl %eax, %cr?
! cr2 FEHRENIHEZEMILFEFRE, FRERE—XLEN popl &ecx
IERE 32 fuseEithit , BENE Eggi °:gg§
AR RIERRZEE SRS IERT e & £ R iR

| 34t ETHPRE pushl $PAGE_FAULT_ERROR_CODE
pushl $do_page_fault

jmp error_code
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04 KNL B RNRE - SEWIE - task.c: entry_32.S:double_fault_fixup

ENTRY(double_fault_fixup)
pushl %eax

*EBAE—TEL—DIRE ip :EMRBYTCIRICH

double_fault_fixup: pushl %edx
| BEBEANEENET , HRRREIRAX0HRE oo o
A1 S T K| 25 pushl %ea;(
. Bk ZE error_code IITHRIZ R A0 IE | |
& *a: error_code 5[%1’%52’ ’ 135[—‘%%3% : call do_interrupt_handling
D EIRERED , RITREASNERENLARNME popl feax

” F?T Device not avaliable RE , HRRELMIBIEFEE movl eax, were

popl %ecx

£ jmp Ell error_code {XIZEEH hopl %edx
! HEFME TS EREERP , ABANRNEANBNESC popl %eax

5= X

pushl $PAGE_FAULT_ERROR_CODE
pushl $do_page_fault
jmp error_code
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04 KNL e AR - FSERIE - entry_32.S:double_fault_task

“mxfg, HIT
ret_ from task_without_iret 3iR[9]!

" BF iret EBA NI, EMmFEhHREE
TSS R

ENTRY(double_fault_task)

/*

.macro ret_from_task_without_iret cur_tss tss_desc

/* clear NT in EFLAGS %/
pushfl

andl $~X86_EFLAGS_NT, (%esp)
popfl

movl TSS_ESPB(\cur_tss), %esp

/* We don't use iret, because it will enable
NMI */

Ljmp $(\tss_desc*8), $0x0
.endm

movl 4(%esp), %edi # get current TSS.
* %edi = current_tss */
movl 8(%esp), %ebx # get normal TSS.

%ebx = prev_tss %/

# get kernel stack.
kml_get_kernel_stack %ebx, %hesi
movl %esi, %hesp

/* From now on, we can use stack. x/

# recreate stack layout as if normal interrupt
kml_recreate_kernel_stack_layout %hebx
call_helper prepare_fault_handler, \

$double_fault_fixup, %edi, %ebx
ret_from_task_without_iret %edi, GDT_ENTRY_TSS
jmp double_fault_task
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" ¥t tss BN E IR
cpu_inti EKEXHR , SEFENR :
* IZEKENE TTEN T 2 4 per_cpu
TENEH, IAITEEME
tss_struct ERAY .
* EMNXBPNEEH{TIGHE
* & tss HENEF gdt AR (I E
" EBINERARNEZE—TaIMm1 S
ya pu v N e Y o2
" WFECPUTENZTZEHNS
"'Egkggg', iﬁéjéiiiﬁiéi"'-F:
init_doublefault_tss HR{{Y
H4

™l

#tifdef CONFIG_KERNEL_MODE_LINUX

struct tss_struct® doublefault_tss =
&per_cpu(doublefault_tsses, cpu);

struct tss_struct® nmi_tss = &per_cpu(nmi_tsses, cpu);
ftendif

#ifndef CONFIG_KERNEL_MODE_LINUX
#ifdef CONFIG_DOUBLEFAULT
/* Set up doublefault TSS pointer in the GDT */
__set_tss_desc(cpu, GDT_ENTRY_DOUBLEFAULT_TSS,
&doublefault_tss);
ftendif
ftelse
init_doublefault_tss(cpu);
init_nmi_tss(cpu);
__set_tss_desc(cpu, GDT_ENTRY_DOUBLEFAULT_TSS,
doublefault_tss);
__set_tss_desc(cpu, GDT_ENTRY_NMI_TSS, nmi_tss);

106 ”N
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" jpit_doublefault_tss HA :

void __cpuinit init_doublefault_tss(int cpu)

* dft_stack IEMNEZAEE t ot bes struct tes - & initt )
. = struct tss_struc ss = &per_cpu(init_tss, cpu);
J.‘j_ﬂ'\] KML EEXH"J*&?E % struct tss_struct*® doublefgult_iss - "
struct dft_stack_struct { &per_cpu(doublefault_tsses, cpu);

unsigned long error_code; struct dft_stack_struct™ dft_stack =
struct tss_struct® this_tss; &per_cpu(dft_stacks, cpu);
struct tss_struct™ normal_tss;
}: doublefault_tss—>x86_tss.sp = (unsigned long)
(&(dft_stack—error_code) + 1);
* XEZ{CE59E doublefault _tss 86dzublefault_tss%x86_tss.sp@ = doublefault_tss-
. >x86_tss.sp;
FIIXER TSS L5401 T RE% , F :
FTEIE doublefault EBS dft_stack—>this_tss = doublefault_tss;
E.“'XE1 EUiZEQWE'\JﬁéE*’@ . dft_stack—>normal_tss = tss;
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" mEES doublefaultlﬂrﬂ B TLA X ERR(ET T

* Stack switching: HIF CPURZEENT KML *Ef"tﬂiﬁf.ﬁ'*% | KML
NTRIBRER —-nbﬁf*%ﬂ']tmﬁ E&i8Y KML fEA T GDT =|=E|'J TSS E&
éﬁ%liﬁ;iﬁﬁiﬁ), A e LLES R ER—1# .?IT-:?EEE'JF/R'Fﬁ FRZ%

* Interrupt lost: EE—MEITERRESHAERIER , BH esp F1F231E
M T —E&m Rt PRGT EI H it = B]R9ANTE . EBTANR &L &7 SR a9H R
CPU B 5545 ACK ﬁﬂlﬂl’l‘ﬁlﬁ? EREEZ AP EEITHRARPER ,
BEEXEFAAZEE—THNEEREEFRITLETIX, EILECPUF=E
double fault |® , X& EIEI KML BY task #1%l (Stack Stavation) i#
W2 . OlEETETF double fault BOMIEE RIEEXBAREFNERD
SAMERERELHARNEE , XMSHHEBERE .F'*El?:‘**l ZHPEriE
XK... FFli‘ﬁ?fefF'JEE‘lﬂ A CPU R=ARSBiZHREEI MLt Bt A =1 &iXi%H
Eﬁlﬁiﬁ XASN T HEfYELK .

A\

i il
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" 5185 doublefault [RIERSS{PABY L EIRERR(EST

* Non-maskable interrupt: 9D%Eﬂlﬁﬁ¢ﬁﬁﬂiiﬁ WT:H%M PRt
MmERNZzEZzE, FORBHRBREZET , EFET—1 page fault §
% , PB4 doublefault IRFEFEHSETHAL: Zﬁ'ﬁﬁ'\]?ﬁﬂﬁ‘l’lﬁﬁ*ﬁﬁﬂi

*?&ﬁﬂ& B ERRFREIZENZA Rk B IRGIER , SHZL

FlIESSIHEINBIE—1 LR REVPERIEK .
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" KML B AR RARSHITRERIER. il /| SELIBEEFREINEEF RE
HIRZIERRZ , BESESRIEACHEESEMIETE, FEIT linux
WPL REA Bﬁﬁﬁ?ﬁ] FZIAVIERRE (REEIE. hirRE. R%5E

B. AzREE., #18. 55F)

- EIEI?ZIS)VJ(EFE PR, EMEX KML FEARBFNRE#HTTD R+ 523 F
FHPSEFEAVEZIR, REEPRIIBEPBSRATHITZ RS

£ !
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